[bookmark: _GoBack]NOTTING HILL MEDICAL PRACTICE PATIENT PRIVACY NOTICE
[bookmark: contact]Any reference in this privacy notice to “we”, “us” or the “Practice” shall be in reference to Notting Hill Medical Practice. We have a legal duty to explain how we use any personal information we collect about you, as a registered patient at the practice. This privacy notice tells you what to expect us to do with your personal information. 
CONTACT DETAILS
Post
Notting Hill Medical Practice, 95 Doagh Road, Newtownabbey, County Antrim, BT37 9QN, Northern Ireland
Telephone
028 9080 8200
Email
reception.z00440@gp.hscni.net
[bookmark: collect]WHY DO WE COLLECT AND USE YOUR INFORMATION?
We collect or use your information:
· to provide patient care, services, pharmaceutical products and other goods;
· for safeguarding or public protection reasons;
· to comply with legal requirements;
· for medical research or archiving purposes; and
· for dealing with queries, complaints or claims.
WHAT INFORMATION DO WE COLLECT AND USE?
We will collect or use information such as:
· Name, address and contact details;
· Gender and pronoun preferences;
· Date of birth;
· NHS/HSC/CHI number;
· National Insurance number;
· Identification documents;
· Health and safety information;
· Next of Kin details including any support networks;
· Emergency contact details;
· Photographs;
· Safeguarding information;
· Health information (including medical conditions, allergies, medical requirements and medical history);
· Information about care needs (including disabilities, home conditions, medication and dietary requirements and general care provisions);
· Test results (including psychological evaluations, scans, bloods, x-rays, tissue tests and genetic tests);
· Payment details (including card or bank information for transfers and direct debits);
· Insurance policy details;
· Records of meetings and decisions;
· Recorded images such as photographs, X-rays or scan images;
· Personal information used for administration of research;
· Personal information used for the purpose of research;
· Personal information used for medical investigations;
· Records of consent, where appropriate;
· Information relating to health and safety (including incident investigation details and reports and accident book records); and
· Any other correspondence.
We will also collect the following special category information:
· Information relating to racial or ethnic origin;
· Genetic information;
· Biometric information (where used to identify someone);
· Health information;
· Sex life information; and
· [bookmark: lawful]Sexual orientation information.
LAWFUL BASES AND DATA PROTECTION RIGHTS
Under UK data protection law, we must have a “lawful basis” for collecting and using your personal information. There is a list of possible lawful bases in the UK GDPR. You can find out more about lawful bases on the ICO’s website.
Which lawful basis we rely on may affect your data protection rights which are in brief set out below. You can find out more about your data protection rights and the exemptions which may apply on the ICO’s website:
Your right of access - You have the right to ask us for copies of your personal information. You can request other information such as details about where we get personal information from and who we share personal information with. There are some exemptions which means you may not receive all the information you ask for. You can read more about this right here.
Your right to rectification - You have the right to ask us to correct or delete personal information you think is inaccurate or incomplete. You can read more about this right here.
Your right to erasure - You have the right to ask us to delete your personal information. You can read more about this right here.
Your right to restriction of processing - You have the right to ask us to limit how we can use your personal information. You can read more about this right here.
Your right to object to processing - You have the right to object to the processing of your personal data. You can read more about this right here.
Your right to data portability - You have the right to ask that we transfer the personal information you gave us to another organisation, or to you. You can read more about this right here.
Your right to withdraw consent – When we use consent as our lawful basis you have the right to withdraw your consent at any time. You can read more about this right here.
If you make a request, we must respond to you without undue delay and in any event within one month.
To make a data protection rights request, such as a request for your records, please contact us using the contact details at the top of this privacy notice.
WHAT ARE OUR LAWFUL BASES FOR THE COLLECTION AND USE OF YOUR DATA?
Our lawful bases for collecting or using information are:
· Consent - we have permission from you after we gave you all the relevant information. All of your data protection rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any time.

· Contract – we have to collect or use the information so we can enter into or carry out a contract with you. All of your data protection rights may apply except the right to object.

· Legal obligation – we have to collect or use your information so we can comply with the law. All of your data protection rights may apply, except the right to erasure, the right to object and the right to data portability.

· Legitimate interests – we’re collecting or using your information because it benefits you, our Practice or someone else, without causing an undue risk of harm to anyone. All of your data protection rights may apply, except the right to portability. 

· Vital interests – collecting or using the information is needed when someone’s physical or mental health or wellbeing is at urgent or serious risk. This includes an urgent need for life sustaining food, water, clothing or shelter. All of your data protection rights may apply, except the right to object and the right to portability.

· Public task – collection or use your information is necessary in the exercise of official authority for GPs who carry out NHS work, namely, the provision of healthcare services. All of your data protection rights may apply, except the right to erasure and the right to portability.
Our lawful bases for collecting or using special category information are:
· Explicit consent – we have permission from you which was confirmed by way of a clear opt-in statement specifying the nature of the special category data. The explicit consent obtained is separate from any other consent we may seek from you. 

· Health or social care – processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Domestic Law or pursuant to contract with a health professional.
[bookmark: infofrom]WHERE DO WE GET YOUR PERSONAL INFORMATION FROM?
We will collect personal information from various sources including:
· Directly from you
· Regulatory authorities
· Family members or carers
· Other health and care providers
· Social services
· Charities or voluntary sector organisations
· Schools, colleges, universities or other education organisations
· Insurance companies
· Publicly available sources
· Councils and other public sector organisations
· Relevant regulatory authorities
HOW LONG DO WE KEEP YOUR INFORMATION?
In accordance with the Health & Personal Social Services (General Medical Services Contracts) Regulations (NI) 2004, our retention schedule below sets out how long we will keep your personal information.
	Record Type

	Minimum Retention Period
The minimum retention period is the minimum period the records described should be retained for.

	GP Medical Records
	GP Medical Records will be returned to the Department of Health (the “Department”) when:
· a patient dies
· the person is no longer a patient of a GP at the Practice
GP Medical Records will be held by the Department other than the records listed below for 10 years after death or after the patient has permanently left the country unless the patient remains in the European Union.
In the case of a child if the illness or death could have potential relevance to adult conditions or have genetic implications for the family of the deceased, the advice of clinicians will be sought as to whether to retain the records for a longer period.

	GP Medical Records - Maternity records
	25 years after last live birth.

	GP Medical Records - Records relating to persons receiving treatment for a mental disorder within the meaning of the Mental Health (Northern Ireland) Order 1986
	20 years after the date of the last contact; or 10 years after patient’s death if sooner.
We may wish to keep mental health records for up to 30 years before review. They must be kept as complete records for the first 20 years, but records may then be summarised and kept in summary format for the additional 10-year period.

	GP Medical Records, relating to HM Armed Forces. This refers to GP records of serving military personnel that were in existence prior to them enlisting.
	GP Medical Records will be returned to the Department when a patient becomes a member of HM Armed Forces. The medical records will be marked “not for destruction” within the Department.
The Ministry of Defence (MoD) retains a copy of the records relating to service medical history. The patient may request a copy of these under the Data Protection Act (DPA), and may, if they choose, give them to their GP. GPs should also receive summary records when ex-Service personnel register with them.
What GPs do with them then is a matter for their professional judgement, taking into account clinical need and DPA requirements – they should not, for example, retain information that is not relevant to their clinical care of the patient.

	GP Medical Records, relating to HM Armed Forces. This refers to GP records of serving military personnel that were in existence prior to them enlisting and held by Department.
	These records should not be destroyed, however if the Department is notified of the death of such a patient the “not for destruction” marking should be removed and the records retained for 10 years after death.

	GP Electronic Patient Record including those serving a period of imprisonment and Out of Hours Services
	GPs must not destroy or delete their electronic patient records for the foreseeable future, unless and until such times as these records are transferrable in their entirety (including the audit trail) between clinical systems and from a GP system to the Department.

	GP Medical Records of those serving a prison sentence of more than 2 years, in existence prior to their imprisonment
	GP Medical Records relating to those serving a prison sentence of more than two years should be sent to the Department
The Department should mark the records “not for destruction”.
If the Department is notified of the death of such a patient the “not for destruction” marking should be removed and the records retained in the same way as for any other deceased patient.


WHO DO WE SHARE YOUR INFORMATION WITH?
We may also have to share your information, subject to strict agreements on how it will be used, with the following organisations:
· Other health providers (eg GPs and consultants)
· Care providers including NHS Commissioning Support Units 
· Organisations we need to share information with for safeguarding reasons
· Emergency services
· Professional advisors
· Legal bodies or authorities
· Local authorities or councils
· Relevant regulatory authorities
· External auditors or inspectors
· Organisations we’re legally obliged to share personal information with
· Professional consultants
· Independent Contractors such as dentists, opticians, pharmacists 
· Private Sector Providers 
· Voluntary Sector Providers 
· Ambulance Trusts 
· Clinical Commissioning Groups
· Social Care Services – e.g. we share your data with the Northern Ireland Interpreting Service when a translator is required for a consultation.
· Health and Social Care Information Centre (HSCIC) 
· Education Services 
· Companies providing us with various administrative services including the shredding of paper, printing and postage of letters, sending and receiving text messages, storage of recorded voicemail telephone messages. 
You will be informed who your data will be shared with and in some cases asked for explicit consent for this to happen if and when this is required.
DUTY OF CONFIDENTIALITY
We are subject to a common law duty of confidentiality. However, there are circumstances where we will share relevant health and care information. These are where:
· you have provided us with your consent (we have taken it as implied to provide you with care, or you have given it explicitly for other uses);
· we have a legal requirement (including court orders) to collect, share or use the data; and
· [bookmark: complain]on a case-by-case basis, the public interest to collect, share and use the data overrides the public interest served by protecting the duty of confidentiality (for example sharing information with the police to support the detection or prevention of serious crime).
HOW DO YOU COMPLAIN?
If you have any concerns about our use of your personal data, you can make a complaint to us using the contact details at the top of this privacy notice.
If you remain unhappy with how we’ve used your data after raising a complaint with us, you can also complain to the ICO.
The ICO’s address:           
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Helpline number: 0303 123 1113
Website: https://www.ico.org.uk/make-a-complaint

